Remote Patient Monitoring system is an approach of a health care system that enables the patient-user of performing a remote periodical check-up. Unfortunately, these types of systems usually don't provide the advantages of securely sharing the patient health information among different health providers. Many types of research aimed to solve this issue by applying the blockchain technique to the existing patient health information records at hospitals. However; none was found regarding the remote patient monitoring system's generated data. Therefore, this proposal aims to integrate the advantages of blockchain and the Remote Patient Monitoring (RPM) system by building a secure blockchain based RPM system.
Introduction
Remote Patient Monitoring (RPM) system is a technological advancement that enables a remote patient monitoring by the supervising doctor through the data provided by a remote device [1] . Then, the health information in this device is feed into a remote destination usually a cloud to be later viewed by the supervisor doctor. The stream of information that is feed into the cloud contains also the patient's private information.
By 2014 the Saudi Ministry of Health [2 ] declared that there are 1.1 million Saudi males and 356 thousand Saudi females suffer from diabetes. At the same time, there are 1.16 million Saudi male and 705 thousand females suffer from high blood pressure. These types of illness required continuous monitoring at a supervised doctor. There are two major problems with this approach: 1. the patients wait too long in waiting room for a simple periodical check-up 2. It is not suited for the rural area due to the lack of medical service provided there. Therefore; the RPM system considers the optimal solution to monitor these diseases on distant. It saves time for both the doctor and the patient as it serves the rural area too. That's why the Saudi government adopted this approach -firstly through King Fahd Medical City -to serve these purposes.
Adverse drug reactions (ADRs) [3] is a situation when a harmful reaction results from medication conflicts. This is usually happening when a patient takes many prescriptions form different doctors. To avoid this issue, the concept of medical records patient-centric approach has emerged. The patients can share their previous medical records with their current doctors. This approach is implemented through blockchain.
The blockchain is a decentralized, peer to peer data processing service that enables building an open and distributed online database. These databases are consisting of data structure called blocks. Each block has a timestamp of its production, the previous block's hash value and a reference to the patient's healthcare data and the healthcare provider information. The hash value of the previous block makes the chain as it makes the blockchain immutable to modification. The major benefits of applying the blockchain in the RPM will be as follow: the patient's medical history is going to be complete, consistent, timely, accurate, and easily distributed. Also, the patient will have control over his\her data. Moreover, any change on the blockchain is visible to any members of the patient network, and all data insertions are immutable. Which makes any unauthorized modifications is an easy detected one. One of the major strong points of using such a technique is that it doesn't need a trusted third party and it doesn't have a single point of failure. The primary blockchain was designed for and implemented in Bitcoin. Currently, there are different blockchain infrastructures such as Ethereum, where the blockchain generation can every participant, and the Hyperledger Fabric, where the blockchain generation is restricted to the approved participant only. Ethereum has something called the smart contract which is a block of code that is automatically run based on a predefined conditional trigger [4] [5] [6] [7] .
Many research [8] [9] [10] studied the benefit of applying blockchain in authenticating, authorizing and viewing the patient health information (PHI). These researches were designed to securely share the PHI among different parties including the patient him\herself. On the other hand, no research was found that address the integration of the Remote Patient Monitoring (RPM) systems generated data with the blockchain sharing capabilities.
Applying the blockchain technology to the RPM system will help to enhance the diagnosis and reducing the adverse drug reactions (ADRs) because of its immutable log between the hospitals participating in the blockchain network. It allows sharing the patient health information (PHI) stored in these hospitals to the RPM system.
The important of this research is to fill the gap found between the need to review the patient health information (PHI) and the existing remote patient monitoring solutions. The gap found between the need to review the PHI and the existing remote patient monitoring solutions motivates this research. It aims to incorporate the advantages of Blockchain with the RPM system to answer the following questions: can the proposed system integrate the existing RPM solutions with the Blockchain based systems to enable sharing of the PHI? Can it also adapt the need to a quick consultation through higher response time?
In the paper, Section 2 discusses literature review while Section 3 discusses research design and methodology. Section 4 mentioned the implementation and Section 5 contains the result and discussions. Finally Section 6 conclusion and future work.
Literature Review
We review the literature review in three categories: first the traditional RPM systems, then the blockchain based medical data sharing system and finally, the hybrid system.
A. The Traditional RPM Systems
Kriangsiri Malasri and Lan Wang proposed the Sensor Network for Assessment of Patients (SNAP) [11] which aimed to solve the wireless health monitoring security issues through using public-key architecture. Unfortunately, the provided schema doesn't support sharing the medical records. MEDiSN [12] is also an RPM system used to monitor patients in hospitals and during disaster events. It consists of multiple custom-built physiological motes that send the patients data into the backbone server. Moosavi et al. [13] built a secure schema for the mobility enabled healthcare IoT. It consisted of 3 layers: the device layer, fog layer, and Cloud layer. Moosavi focused on the security of the proposed RPM solution by using certificate DTLS (Datagram Transport Layer Security) handshake for the authentication and authorization process. Unfraternally, the proposed system doesn't address the higher response time required by the RPM solution nor the need to review the EHR. On the other hand, Yeh [14] proposed an RPM solution that is built on a predefined architecture called Body Sensor Network-Care (BSN-Care) [15] . The author added an authentication layer on that architecture through a hash-based public/private key. However; All the RPM solutions mentioned earlier are a central server-based architecture which means they have a single point of failure, unlike the blockchain. These types of systems focus on sending the patient's data into a remote destination to be viewed by the doctor later rather than focusing on viewing the patient's previous medical records. Therefore, all the papers listed in this category doesn't support the feature of sharing previous medical Records.
D. The Blockchain Based Medical Data Sharing System
Kria Both A. Zhang and X. Lin [8] and K. Fan et al. [9] , aimed to provide a system that helps in the patient diagnosis process through reviewing the previous medical records issued for this patient. To handle this issue, A. Zhang and X. Lin [8] propose a novel schema called blockchain-based secure and privacypreserving personal health information sharing (BSPP) scheme. To achieve their goal, they used two types of blockchain structure. The first one is a private blockchain in which it is responsible for storing the patient records. The second one is a consortium blockchain which is responsible for storing an index used to search for the patient records stored in the private blockchain. In their schema, they solved both data confidentiality and integrity by enabling public key encryption. Unfortunately, this schema handles the data stored in the hospital's database and it doesn't handle the data generated from the RPM systems. Hence, it is limited in terms of handling quick consultations in cases of emergencies. The same things go for K. Fan et al. [9] , where the system provided does not handle the RPM data generated. They presented MedBlock: Which is a blockchainbased information management system to handle the patient medical records. In their system, they used access control and encryption strategy to ensure data integrity and confidentiality. Using the Breadcrumbs mechanism in their system affected data retrieval in a fast manner. The greater number of users' increases the fastest Breadcrumbs mechanism guide the user to the required corresponding blocks. This new technique helps in speeding up the data retrieval, but it suffers from the additional amount of data. Again, their research does not support the RPM generated data since it assumes that the data is already stored in the hospital database.
On the other hand, G. Dagher et al. [10] propose a novel approach called Ancile in order to overcome the weak security systems that allow hackers to steal the patients' information. Their systems securely transfer the data among different parties as it puts the full control of the patient's records to the patient him\herself. It allows him\her to decide who can view their data. This was done by implementing a permissioned blockchain in which only certain entities can participate in e.g. the health providers.
The system is composed of 3 entities:
1. The Database Manager: responsible for searching through the patients' records as well as hashing both the result record and the query asked for that record to ensure data integrity.
2. The Cipher Manager: responsible for the cryptography part in the system which guarantees data confidentiality through public key encryption.
3. Ethereum-Go Client: responsible for permitting nodes to access the private blockchain.
The system used six types of smart contracts to achieve the paper goal. The system also supports the role-based access, but it doesn't support the emergency situation nor the RPM generated data.
C. The Hybrid System
One of the blockchain based security solutions designed for the RPM data is K. Griggs et al. [16] . In the system provided, they took advantage of the smart contract on a consortium-managed blockchain to automate the notification for the patient. However; on the provided system they emphasize that it shouldn't be used for emergency situations since it aggregates the data and sends it to a large time interval. The previous system provides each of the following: data integrity, confidentiality, availability, and role-based access. However, it didn't provide the feature of medical records sharing. Table 1 below illustrates the differences between the reviewed systems in the literature review. The * symbol symbolized the proposed system by this research. 
Research Design & Methodology
The currently proposed RPM systems focus simply on sending the data through the patient to the supervisor doctor. They don't pay attention to the different health conditions the patients may suffer from nor the historical health situations or events. They don't also consider the possibility of prescriptions conflictions. Therefore, the proposed model will solve this issue by adapting Blockchain techniques with the traditional RPM systems. It assumes the following: first, the system will adapt already existent data set. Second, all the patient health information (PHI) follow the same format and schema. Finally, the data is encrypted, and the channel is secured.
The proposed model will be able to connect different health providers' databases including the one that contains the supervisor doctors. It will also connect the RPM systems to these databases. The patient's smart device will contain a smart software responsible for saving, gathering and analyzing the patient's reading data e.g. blood pressure. Then, the patient will send a request to a certain doctor in a certain hospital to be examined. If the doctor needs to view the patient's reading data, the patient will send his/her saved reading data to the doctor. After that, the doctor will generate a block for that patient containing its reading data and saved on the blockchain. In order to view the patient medical history, the doctor easily can search through the blockchain. The system manager is responsible for authenticating both the users and the doctors. Figure 1 describes the procedure of the proposed model. 
Implementation
The proposed system is composed of two parts the backend blockchain which is implemented by multichain platform. The other part is the user interface which is implemented using firebase development platform. The user interface collects the patient health information and store it at the platform real database in JSON format. Then, the doctor can examine and view the patient's information through platform called multichain web. The later one is a PHP web interface for multichain blockchains.
Results and Discussions
The authentication process is present within the smart device application for both the doctors and the patients to restrict their access and privileges to the application data. For example, the patient can enter his data while the doctor can only view these data. The mobile device application could add the patient's both health and personal information. The doctor on the other hand, could view the patient's health information. Figure 2 illustrates the mobile application patient's layout. Through this layout the patient got to choose whether he/she wants to add the blood pressure or the diabetes reading to the system. Figure 3 shows the blood pressure layout in which the patient can actually add his/her own readings.
The private blockchain that was designed to connect the different health providers could connect different nodes to share a single or multiple stream in which all these provider's patient's health data are stored. The stream stores the data in text or JSON format. It also can upload different files types e.g. images. Figure 4 illustrates the stream and the data stored within. Both the mobile application and the blockchain is complete and ready to use yet to be integrated with each other. Upon its completion the system will be able to serve its purpose by viewing the patient's previous health records and adding more health records through the mobile application.
Conclusion and Future Work
This paper proposed an integrated system between the RPM and the Blockchain. It can view the patient's previous health information and enable the patients to contact their doctors in a fast manner. Upon its completion, it will help in decreasing the number of periodical checkups at the hospital. A better diagnosis and less adverse drug reactions will also result from the proposed system. As a future work, we aim to proceed with the implementation of the proposed system. 
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